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Milestones in aerial crime and 
acts of unlawful interference 
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Tokyo Convention 1963 
In force 1969; 187 parties

(offences and unruly behavior)

The Hague Convention 1970 
In force 1971; 185 parties

(suppression of unlawful seizure)

Montreal Convention 1971 
In force 1973; 188 parties

(suppression of unlawful acts)

Beijing Convention 2010
In force 2018; 47 parties 

(suppression of unlawful acts)

Montreal Protocol 2014 
In force 2020; 46 parties

(offences and unruly behavior)

Beijing Protocol 2010
In force 2018; 47 parties

(suppression of unlawful seizure)

Airport Protocol 1988
In force 1989; 176 parties

(suppression of unlawful acts)

Supplemented by

Replaced bySupplemented by

Supplemented by

MEX Convention 1991 
In force 1991; 156 parties

(marking and detection of plastic 
explosives)

Summary of International AVSEC Treaties

As on 30 November 2023
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Study on legal measures to cover new and emerging threats
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“If it can happen …it will”: 
Scenarios for BCN attacks 
on civil aviation

Hydrogen 
cyanide 
(HCN), 

mustard,  
sarin gas 
dispersed 
at or via 

ventilation 
system of 
aircraft or 

airport 
terminal

Anthrax or 
ricin 

released or 
deposited  
in aircraft 
or airport 
terminal

Radiological 
dispersal 

device 
placed in 

public area 
of airport 
terminal

Chloroform 
used to 

incapacitate  
air crew

Drone 
laden with 
chemical 
weapons 
crashed 

into sports 
stadium

Foodborne 
bioagents 

introduced 
through 
Inflight 
catering  



7



8

Cyber Attack Scenario – Air Traffic Control (ATC) and 

Primary Surveillance Radar (PSR) 

Article 1 (d) and (e)  - Montreal 
Convention 1971

Article 1 

1. Any person commits an offence if that 
person unlawfully and intentionally: … 

(d) destroys or damages air navigation 
facilities or interferes with their operation, 
if any such act is likely to endanger the 
safety of aircraft in flight;

(e) communicates information which he 
knows to be false, thereby endangering 
the safety of an aircraft in flight.

Beijing Convention 2010:
Article 2, paragraph c):
“Air navigation facilities” include signals, data, information 
or systems necessary for the navigation of aircraft

Source: CAAS

Source: CAAS
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HAGUE 1970 (Article 1)

Any person who on board an 

aircraft in flight: unlawfully, by 

force or threat thereof, or by 

any other form of intimidation, 

seizes, or exercises control of, 

that aircraft, or attempts to 

perform any such act, or is an 

accomplice of a person who 

performs or attempts to 

perform any such act commits 

an offence.

BEIJING 2010 (Article 1)

Any person who on board an 
aircraft in flight: commits an 

offence if that person 
unlawfully and intentionally, 
seizes, or exercises control of 
an aircraft in service by force or 

threat thereof, or by coercion or 

by any other form of 
intimidation, or by any 
technological  means.

Changes to the offence of “Hijacking”
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• Cyberattacks could be launched from any 
country anywhere in the world, with the effects 
occurring in another part of the world. 

• A globally binding and enforceable legal 
framework ensures that cyberattacks against 
civil aviation wherever in the world they are 
planned, originate, executed or occur, can be 
dealt with and punished as crimes.

• The Beijing 2010 Instruments provide 
important enhancements to deal with cyber 
attacks.

• States urged to ratify the Beijing Instruments 
of 2010 in line with ICAO Assembly Resolutions 
A41-4 (Air Law Treaties) and A41-19 
(Cybersecurity) .
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CONCLUSIONS
47 Parties

Beijing 
Convention 

2010 47 Parties

Beijing 
Protocol 

2010

Bahrain, Benin, Botswana, Burkina Faso, Cabo Verde, 
China,  Congo, Côte d’Ivoire, Cuba, Cyprus, Czech 
Republic,  Dominican Republic, Eswatini, Finland, 
France, Gabon, Gambia, Germany, Ghana, Guyana, 
Honduras, India, Kazakhstan, Kuwait, Luxembourg, 
Mali, Malta, Mozambique, Myanmar, Netherlands, 
Oman, Panama, Paraguay, Portugal, Romania, Russian 
Federation, Rwanda, Saint Lucia, Saudi Arabia, 
Seychelles, Sierra Leone, Singapore, Sweden, 
Switzerland, Turkey, Turkmenistan, Uganda. 

Angola, Bahrain, Benin, Botswana, Burkina Faso, Cabo 
Verde, China, Congo, Côte d’Ivoire, Cuba, Cyprus, 
Czech Republic, Dominican Republic, Eswatini, 
Finland,  France, Gabon, Gambia, Germany, Ghana, 
Guyana, Honduras, Kazakhstan, Kuwait, Luxembourg, 
Mali, Malta, Mozambique, Myanmar, Netherlands, 
Oman, Panama, Paraguay, Portugal, Romania, Russian 
Federation, Rwanda, Saint Lucia, Seychelles, Sierra 
Leone, Singapore, Sweden, Switzerland, Turkey, 
Turkmenistan, Uganda, Uruguay. 

States Parties to the Beijing 2010 Instruments
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Thank You!
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